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Son yillarda bilgi ve iletisim teknolojileri ve dzellikle Internet giinliik hayatta
artan sekilde kullanilmaya baslanmis, bunun dogal sonucu olarak ekonomik
ve sosyal hayata iliskin bircok is ve islem elektronik ortamda yapilir duruma
gelmistir. Bu teknolojilerin giinliik hayatta giderek artan kullanimi, bireyi
normal hayatta tanmmlayan ve belirleyen Kkisisel verilerin elektronik
izdiisiimlerinin olusmasina, bu verilerin elektronik ortamda cesitlenmesine ve
daha fazla islenmesine sebep olmustur.

Kisisel verilerin elektronik ortamda saklanip islenmesi bir yandan kullanici
ihtiyaclarn icin ozellestirilmis yenilik¢ci hizmetlerin sunulmasina imkan
saglamakta, ote yandan bu verilerin suistimali ile siber su¢larin artisim
tetiklemekte ve so6z konusu verilerin ticaretine iliskin bir yeralti ekonomisinin
olusmasina zemin hazirlamaktadir. Bu noktadan hareketle, diinyada pek cok
iilke Kkisisel verilerin kullanicilarin istegi disinda ve onlarin zararina olacak
sekilde saklanmasi ve islenmesini onlemek amaciyla yasal diizenlemeler
yapmaktadir. Bu tezin amaci1 da, bir taraftan Kisisel verilerin islenmesine
dayali ekonomik ve sosyal faaliyetlerin etkin sekilde yiiriitiilmesine imkan
saglarken diger taraftan Kisisel verilerin uygunsuz sekilde saklanmasi ve
islenmesini oOnleyerek Kkisisel haklar1 korumayir hedefleyen hukuki
diizenlemelere 151k tutmak ve diinyadaki gelismelere paralel olarak Tiirkiye
icin oneriler gelistirmektir.

Bu caliymada; Kisisel veriler ve mahremiyet hakki, Kisisel verilerin siber
suclarla iliskisi, uluslararas1 alanda ve Kkarsilastirmali hukukta Kisisel
verilerin korunmasina yonelik yasal ve kurumsal yapilar ile Tiirkiye’de Kkisisel
verilerin korunmasina iliskin yasal ve kurumsal ihtiyaclar biitiinsel bir bakis
acisiyla incelenmistir. Calismada; Tiirkiye’de Kkisisel verilerin kullanimina
iliskin ilkeleri tespit edecek, Kkisisel verilerinin korunmasina yonelik olarak
vatandaslarin sikayet haklarim genisletecek ve veri isleyenlere c¢esitli
sorumluluklar getirecek cerceve nitelikte bir Kanun ile bu Kanunun
uygulanmasindan sorumlu olacak bagimsiz bir kurumsal yapiya ihtiyac
oldugu sonucuna varilmis ve bu cercevede hukuki ve kurumsal yapiya iliskin
oneriler gelistirilmistir. Calismanin hazirlanmasinda literatiir taramasi, iilke
orneklerinin incelenmesi ve iilkemizdeki mevcut mevzuatin degerlendirilmesi
yontemi kullanilmistir.
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In the last years, information and communication technologies and
particularly the Internet have begun to be used increasingly in daily life and
as a natural consequence; several transactions regarding economic and social
life have started to be carried out in the electronic medium. Increasing usage
of these technologies in daily life created fingerprints of personal data which
identifies and determines the individual in his daily life and diversified and
multiplied it in the digital environment.

Although storage and processing of personal data in the electronic medium
enables provision of innovative services customized for user needs, this also
triggers abuse of personal data and increase in cyber crimes and sets the
ground for an underground economy related to trade of personal data. In this
respect, several countries around the world are developing legal regulations in
order to prevent storage and processing of personal data without the consent
of the users and in a way detrimental to them. The aim of this thesis is to shed
light on legal regulations which, on one side, enable carrying out economic
and social transactions that rely on processing of personal data, and on the
other, aim to prevent improper storage and processing of this data and
protect personal rights and formulate proposals in line with developments in
the world.

In this study; personal data and right to privacy, relation of personal data
with cyber crimes, legal and institutional structures regarding protection of
personal data in the international arena and comparative law and legal and
institutional needs of Turkey regarding protection of personal data have been
analyzed with a holistic point of view. It is concluded in the study that; a
framework law which will establish principles regarding the use of personal
data, enlarge complaint rights of citizens with respect to protection of
personal data and set necessary obligations for data processing entities, and
an independent authority that will be in charge of implementation of this law
are needed. In this context, proposals regarding this framework law and
institutional structure have been developed. With regards to methodology,
literature survey and analysis, examination of other country cases and
assessment of Turkey’s current legal framework have been adopted.
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